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Layer name TCP/IP protocols
Apification HTTP FTP DHCP TFTP
SMTP POP3 DNS SNMP
Transport TCP UDP
ek ICMP ARP IPsec
IPv4 and IPv6

Network access

Ethernet, token ring, FDDI, WAN technologies
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J&* & = T (Application-Layer
Protocols) % 5]

* HTTP: Protocol of the World Wide Web
e E-Mail Protocols: POP3, IMAP, and SMTP
* FTP and TFTP

* Server Message Block

 Remote Desktop Protocol

* Telnet and SSH

e Simple Network Management Protocol

* Dynamic Host Configuration Protocol

* Domain Name System



HTTP: Protocol of the World Wide Web
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E-Mail Protocols: POP3, IMAP, and SMTP

» Post Office Protocol version 3 (POP3)

E-mail * = z# & * Post Office Protocol version 3 (POP3)}+=
& en - 5 VPR B T o R 3R
e POP3 & * TCPport110

45 e i R

TR + 202 PP E K-
PR E 0 it MMJ“?
* Internet Message Access Protocol version 4 (IMAP4)
-|Mm4ﬁ—ﬂﬁrwm8#ﬁMwuw BAW AT IEMENIL T AT S
Rit PPRE Y A FER DR B
e IMAP4 ¥ 11T i\i’éfi EAEEE o g ARG
 IMAP4 i& * TCP port 143

* Simple Mail Transfer Protocol (SMTP)

* SMTP &_— B ZAlnternet & # 0% % 7
+R1 {4

t Z_> i ¥ POP3E_* kT ﬁ\
e SMTP I% * TCP port 25
3 R % 3 ?j,;rs §_i¢ * TCP Transport-layer protocol

FE ¥ 3

3 #g i %



«3_‘

W

3#R %

SMTP

Sender’s
Email Client

SMTP

Recipient’s
Email Client

POP3
or IMAP




FTP £ TFTP(1/2)

* File Transfer Protocol (FTP)
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* Trivial File Transfer Protocol (TFTP)
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* RDP 4 ¢ * Windows graphical user interface (GUI) i+ B~ &
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Terminal server
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Telnet and Secure Shell (SSH) g ’I‘L&%i‘:l%ﬁ% S RE5-35 Pk
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* Telnet vs SSH Explained
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Telnet vs SSH

= Unencrypted data
Telnet Client VS SERCET
_ Encrypted Data
= Server

SSH Client
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DHCP & e/t 42

DHCP (DYNAMIC HOST CONFIGURATION PROTOCOL)

/ DHCP DISCOVER 1 \

IP Address Request

2 DHCP OFFER

IP Address Offer

DHCP REQUEST 3
IP Address Selection

4 DHCP Ack
IP Address
Acknowledgement

https: [fipwithease.com
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3t LA & ¥L(Domain Name System)

¢ DNS T\EIL"‘ T@F f”%ﬂ—‘tO'fﬁh_ mﬁ” *;{rf% T ij > J-
“f}?,pcic’?ﬁ—'f%ﬁlpl:h_ ’J‘}’[ﬁ; 8" > ,;}’}riﬂz?
* T % &AL 5 :www.uch.edu. tw( - Fe B hk

) 10120.124.96.145 SR BT

R e S = s ﬁ;f] »~ www.uch.edu.tw - ;‘Zﬂgﬁ]
B e IR G ciDNS 2 x4 DNS*H 2 2839 B
DNS & Flsi“*'f"(9;/"*»“”IP‘B At ¥ DNSx PR ek 2 )ik
#-www.uch.edu.tw & 3£ = [P~ 4+ > DNS:?FRB?W*

% www.uch.edutwenIP iz gt » & * i% ;E_g“g,f,h_ ,
BT R SRR IR S Web PIR B R |

PP Bf




* = HDNSH IR E

SRS

EEEESFETE 41 (TCRIPW) - RS

—&  EttEE
bl
?Hﬁ?%ﬂgﬁﬁ'ﬁﬁr P &3E

® SIS P (73H0)
O BRTHI8 P G2 (S):

STNEETEERNSE  TLIRFEEER IPRE - T8 T4 E

() EEIEE DNS FEEULE
@ ERT 5l DNS EREULE:
EH DNS EEEPE:

=i DNS EEEA):

L ===8ssz0

22



DNSerg R 7% #

.8ov

usps

Root level
| | |
.com .org Top level .edu
| | |
cengage tomsho microsoft Second level usdoj

|

books Subdomain level
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W Host level




O
=
N
-
-\
@J\
%43
*’?\‘i\
3
£=8
O
Z
N
)
e
T
-~

i a-;:. .E:=.__L__;.
[ 1) Query for www.micmsoft.com> — 2) Query to root server > —
< 8) The address is 203.0.19.190 | 1l <3) Try one of these com TLD servers | m‘

DNS client Local
DNS server
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Microsoft.com

DNS server TLD server
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* B K5 5 B> TCP(Transmission Control
Protocol)n—\j iq-%ﬁ-} (connection oriented) » % 3+
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e UDP(User Datagram Protocol) &_2t:d & 3 =
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Segments & Datagrams
© TCP rJZ e H = f 5 “segments”
* UDP 2 i3 #1 8 4L % “datagrams”
L KR P et A7 5N
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(port)dp  Kimez B e ¥ 4250

ek ﬁ‘v— # * Checksum
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b= checksum

= F 4+ > TCP 22 UDP

Application
layer

Transport
layer

Network
layer

Link
layer

HTTP

TCP

TLS

DNS

UDP

IP (v4, v6)

Ethernet

Wireless LAN



oo % S 5 Well-known port

numbers

Application-layer protocol

Port number

Transport layer

FTP

20, 21

TCP

SSH 22 TCP
Telnet 23 TCP
SMTP 25 TCP
DNS 53 UDP
DHCP 67, 68 UDP
TFIP 69 UDP
HTTP &80 TCP
POP3 110 TCP
IMAP 143 TCP
SNMP 161, 162 UDP
HTTPS 443 TCP
SMB 445 TCP
RDP 3389 TCP
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Source port: 4921 Destination port: 80 GET HTTP 1.1 www.cengage.com
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e |PV4
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e B 05 B &+ 7 (Network
Access-Layer Protocols)
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|De5tination MAC, Source MAC Destination IP, Source IP | Source port: 4921 Destination port: EEI GET HTTP 1.1 www.cengage.com | CRC
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Frame TCP HTTP
header he ad er header data
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